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This policy regulates the correct handling of keys in conjunction with electronic key cabinets. This includes issuance, control, storage, permissions, and management.
1. 
Authority and Responsibility
a. <<DEPARTMENT NAME>> is responsible for maintaining control of the organization’s keys. 
This includes:
· Maintaining all key records (reports and audit trails)
· Cutting keys
· Assigning keys to relevant personnel, whether it be on a permanent or as-needed basis
· Auditing keys, key usage and monitoring a software dashboard (if available).
· Setting up alarms and notifications so that administrators are alerted – via real-time email and SMS alerts – when keys are returned on time
· Establishing maximum time frame for keys to be out of their cabinets
b. The purpose of these controls is to ensure safety and security for the <<ORGANIZATION>>.
c. <<DEPARTMENT NAME>> will be responsible for costs incurred to secure an area if a key is lost. 
d. Each department is responsible for immediately reporting lost keys and for returning keys to <<DEPARTMENT NAME>> when they are no longer needed.
e. All keys remain the property of the <<ORGANIZATION>>.
Permanent Allocation
a. Keys are to be allocated as needed at <<ORGANIZATION>>’s discretion, guided by this policy. 
b. <<DEPARTMENT NAME>> has the authority to make exceptions to this and allocate keys to individuals 
on a permanent basis. 
c. All keys issued on a permanent basis must remain in the possession of the person to whom they are issued. 
d. These keys are the responsibility of the person to whom they are issued. 
Temporary Allocation
a. Keys are allocated using the key management system and may be retrieved by authorized individuals. 
b. Keys are only to be allocated to staff for the length of time required to carry out a certain task.
c. All keys are to be returned before the allotted time is up.



Accountability
a. All individuals (staff, administrators, contractors) are accountable for the keys assigned to them.
b. When a person removes keys from a cabinet, they take charge of those keys – and must return those 
keys to the same cabinet after use.
c. If a key is lost, the person responsible must report the key as lost to their department administrator immediately.
Location of keys
a. Keys must not leave the site on which they are stored.
b. Keys must not be carried from one site to another.
c. Keys must not be taken home.
d. Keys must not be held by staff or contractors outside of operating hours or shift hours.
Appropriate storage of keys
a. When not in use, keys must be stored and secured in their assigned cabinets.
24/7 management
a. Administrators must allow for keys to be accessed at all times of the day, when they are needed by 
staff or contractors.
b. Administrators must also allow for monitoring and auditing of keys at all times of the day.
Message reminders
a. To assist staff, administrators and authorised contractors to follow key procedures, SMS and email reminders are to be implemented across all sites and cabinets.
b. These messages will remind key holders which cabinet they retrieved the key from and the time it 
must be returned.
Remote management
a. Recognizing the increasing focus on flexible working arrangements, administrators must be able to control all keys from anywhere in the world. This includes assigning and changing authorisations, setting SMS and email alerts, and accessing real-time analytics.
Reporting
a. Administrators are expected to collect and issue accurate, automatic, electronic reports of key use and activity as required.
Tamper-proof key rings
a. To eliminate the possibility of keys being changed or substituted, all key rings used in conjunction with cabinets must be tamper-proof.
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                 This section is intended for all key holders to sign.
Please sign below to indicate that you have read, understand, 
and agree to act in accordance with the above information.
Date:
________________________________________________________________________
Name:
________________________________________________________________________
Signature:
________________________________________________________________________
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